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your Micro:bit via Bluetooth on the go using the
Android or iOS app, although it is much easier to
program it on a large screen using a mouse.

Materials

Micro:bit device, micro-USB cable, 2xAAA battery pack with JST 2-pin connector, 2xAAA batteries (all of these
are included in the Micro:bit Go bundle), a PC, Mac or Linux computer (to program the device), Internet
connection (to launch the online programming platform)

Optional

Robotic kits, servo motors, jumper cables, crocodile cables, headphones or buzzers, 3D-printed or handcrafted
casing, etc.

Relevant links

Micro:bit homepage: http://microbit.org/

Kitronik Accessories for Micro:bit

(robots, sensors, LEDs and more): https://www.kitronik.co.uk/microbit.html

Micro:bit Android app: https://play.google.com/store/apps/details?id=com.samsung.microbit

Micro:bit iOS app: https://itunes.apple.com/ee/app/micro-bit/id1092687276?mt=8

Micro:bit vs Calliope Mini Comparison: https://medium.com/@hello_16463/micro-bit-vs-calliope-mini-
160015182c41

Example of Using Radio Communication Code: https://www.rapidonline.com/bitbot

Micro:bit 3D-printing Resources: https://www.myminifactory.com/category/bbc-micro-bit

Quotes from teachers

“I will use the Microbit in the future certainly (probably already next school year) in my work. | already
got myself my personal Microbit.” (teacher from Estonia

“Programming is a skill that, to different extents, everybody has to know these days. Teachers have to
be taught how to teach it to children and they have to be convinced through this kind of training that
it is not complicated at all.” (teacher from Estonia)




Digispark

Introduction

like
Raspberry Pi or Arduino Uno. However it is even

Digispark is a development board, much

smaller, about the size and weight of a large coin, but
also has less capabilities.

Nevertheless, you can call it, in a simplified sense,
a small computer. You can use the USB-port of the
Digispark to give it power, run computer code that is
stored in the device’s memory and use metallic pins
to connect other computer elements to Digispark.
Because it is programmed through the Arduino IDE
software, it is very similar to Arduino Uno and other
hundreds of prototyping boards out there.

The advantage of Digispark is its small size and low
price — about 1£. Its lower capabilities and small
size make it perfect to let children program it as a
computer virus. This might sound worrying, but in

the modern world it very important to understand
how a computer virus and malicious software works
and is transferred, which is often via an innocent
looking USB-stick. In this case, we won’t use Digispark
as a small computer at the heart of your electronical
prototype (like it was originally intended), we will let
Digispark pretend that it is a computer keyboard and
send pre-programmed commands to the computer,
as if it was a real person.

Activity description

After setting up the Arduino software to recognize
Digispark, it is rather easy for children to program
their device to imitate a keyboard. This is because
people use keyboards very often and they already
know what will happen if they press certain buttons.
You don’t have to teach them what logic to use to
run a servo motor or what pin to activate to turn on
a LED. Instead, you could order the Digispark to:

S
1. Press n and . to openthe

Search function;

2. Type ,word” and press to

launch Microsoft Word;

3. Press again to create a

new blank document;

4. Type ,Your computer has been infected.
Transfer 3 euros to EE43101001004005988028
to free yourself.”

Put the pre-programmed Digispark into the USB-
slot of your victim’s PC, their computer will trust it
automatically and then you can watch how horror
will come over their puzzled face. And then you
will reveal your prank and you will laugh together
about it. The program will stop once you remove the
Digispark.
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You could make the Digispark do anything you
would normally do with a computer, using keyboard

commands.

For example:
* Go to a specific website;
e Lock the computer screen every 5 minutes;

e Type weird haunting messages where ever the

cursor is;

e Take a photo using the laptop webcam and set it
as the desktop background;

Just let your pupils know that they can’t program the
Digispark to do anything that they wouldn’t dare to
do on their friends computer in person. For example,
it is not allowed to delete all of your friend’s desktop
files. We are already used to teaching children that

you cannot use scissors to hurt others. Now we
have to teach them to use computer programming
responsibly.

sketch_jan02a §

#include "DigiKeyboard.h" °
#define KEY UP ARROW 0x52

#define KEY_DOWN_ARROW  0x51
4define KEY LEFT ARROW  0x50
#define KEY_ RIGHT ARROW  OxdF

#define KEY PRINT SCR 70
#define KEY_TAB 43
#define KEY DELETE 76

void setup() {
¥

void loop() {
DigiKeyboard.sendKeyStroke (KEY R, MOD GUI LEFT):;
delay (200);
DigiKeyboard.println ("chrome™") ;
delay (1000) ;
DigiKeyboard.println ("ahhaa.ee"):
delay (300000) ;

Materials

Digispark device, a PC, Mac or Linux computer with Arduino IDE installed (to program the Digispark)

Optional

hand-made or 3D-printed case for the Digispark (to make it look more like a USB-stick)




Relevant links

CConnecting Digispark: http://digistump.com/wiki/digispark/tutorials/connecting

Programming Digispark Example:
https://abhijith.live/build-cheaper-version-of-rubber-ducky-using-digispark-attiny85/

Buying Digispark from Aliexpress:
aliexpress.com/wholesale?catld=0&initiative_id=SB_20180108070425&SearchText=digispark
Windows and MacOS Keyboard Shortcuts:

https://en.wikipedia.org/wiki/Table_of keyboard_shortcuts

3D-printable Digispark Case:
https://www.myminifactory.com/object/digispark-attiny85-badusb-fake-usb-memory-case-40605
Digispark Homepage: http://digistump.com/products/1

Rubber Ducky Malituous USB Explanation: https://hackmag.com/security/rubber-ducky/
Contents of the DigiKeyboard.h Library:
github.com/digistump/DigisparkArduinolntegration/blob/master/libraries/DigisparkKeyboard/DigiKe-
board.h

DigiKeyboard Scancodes: https://digistump.com/board/index.php?topic=2289.0

USB Human Interface Device Manual: http://www.usb.org/developers/hidpage/Hutl_12v2.pdf
Digispark Upgrade Project: http://www.redteamr.com/2016/08/digiducky/

Rubber Ducky Payload Inspiration for Digispark:
https://github.com/hak5darren/USB-Rubber-Ducky/wiki/Payloads

Rubber Ducky Payload to Digispark Converter (beta): https://nixu-corp.github.io/

Quotes from teachers

“It is always interesting to do a prank :D” (teacher from Estonia)

“Digispark can be used to illustrate the importance of cyber defence and how it changes society.”
(teacher from Estonia)
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